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Abstract: One of the central objectives of studying database privacy protection is to protect 
sensitive information held in a database from being inferred by a generic database 
user. In this paper, we present a framework to assist in the formal analysis of the 
database inference problem. The framework is based on an association network 
which is composed of a similarity measure and a Bayesian network model.  

1. INTRODUCTION 

 
As t he i nf or mat i on expl osi on has gr own,  so has t he 
t r end of  dat a shar i ng and i nf or mat i on exchange al so 
gr own.  Accor di ngl y,  pr i vacy concer ns have r eached a 
cr i t i cal  l evel  [ 13] .  I n hi s r epor t  [ 1] ,  Ander son 
st at ed t hat  t he combi nat i on of  bi r t h dat e and post  
code ( zi p code)  wi t h dat a f r om a heal t h dat abase i s  
suf f i ci ent  t o i dent i f y  98% of  t he UK popul at i on!  I t  
i s  cer t ai nl y a concer n f or  t he I cel andi c pat i ent s '  
dat abase [ 11] .  Many exi st i ng ef f or t s ( e. g. ,  [ 10] [ 11] )  
have been gear ed t owar ds t he hi di ng of  st or ed dat a 
i t ems and access cont r ol .  I t  has been shown t hat  even 
i f  t he sensi t i ve per sonal  i nf or mat i on i s hi dden,  i t  
can be der i ved f r om publ i c l y accessi bl e dat a by means 
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of  i nf er ence [ 2] [ 5] [ 14] [ 15] [ 16] [ 17] [ 21] [ 22] .  Denni ng 
[ 6]  cat egor i zed sever al  di f f er ent  t ypes of  at t acks 
and anal yzed t he pr ot ect i on met hods wher e quer y 
r et ur ns ar e st at i s t i cal  quant i t i es ( e. g. ,  mean,  
var i ance) .   Hi nke' s wor k on det er mi ni st i cal l y chai ned 
r el at ed at t r i but es shows how t he i nf or mat i on can be 
obt ai ned f r om non- obvi ous l i nks [ 9] .  Duncan [ 5] [ 22]  
pr esent ed cel l  suppr essi on t echni ques wher e t he 
mar gi nal  pr obabi l i t y  di st r i but i ons ar e pr eser ved by 
di st ur bi ng t he pr obabi l i t y mass of  component  
var i abl es.  Sweeney' s wor k appl i es t he aggr egat i on 
oper at i on t o t he mer ge of  t he at t r i but e val ues [ 20] .   
 
We wi sh t o put  t he i nf er ence pr obl em upon a f i r m 
t heor et i cal  f oundat i on.  The mai n cont r i but i on of  t hi s 
paper  i s  t o cat egor i ze and di scuss i nf er ence f r om 
di f f er ent  per spect i ves and r epr esent  t hose di f f er ent  
v i ews i n a coher ent  f r amewor k.  Among t he above 
ment i oned appr oaches,  our s and [ 5]  ar e si mi l ar  i n 
t hat  bot h at t empt  t o mi ni mi ze t he i nf or mat i on l oss 
f or  a dat abase user .  The di f f er ence i s t hat  our  
pr ot ect i on met hod eval uat es val ues of  each dat a i t em.  
At  t he cor e of  our  model  a st r uct ur ed r epr esent at i on 
of  pr obabi l i st i c dependency among at t r i but es i s 
adopt ed.  
 
Summar i z i ng f r om pr evi ous wor k,  we envi s i on t wo 
per spect i ves of  i nf er ence char act er i zed by at t r i but e 
pr oper t i es.  One per spect i ve i s  about  t he pr obabi l i s t i c  
cor r el at i on among at t r i but es.  A compl i ment ar y per spect i ve 
i s  t hat  of  i ndi v i dual i t y  whi ch emphasi zes t he uni queness 
of  each i ndi v i dual  dat a i t em.  For  t he f or mer ,  a Bayesian 
network [ 18]  can be used t o model  cor r el at i on 
r el at i onshi ps among at t r i but es.  Let  at t r i but es whose 
i nf or mat i on we wi sh t o pr ot ect  be t he target attributes.  
Based on t hi s model ,  one can eval uat e t he pot ent i al  i mpact  
t hat  i mpi nges upon a t ar get  at t r i but e f r om i nf or mat i on 
about  ot her  at t r i but es,  and deci de t he per t i nent  
pr ot ect i on st r at egi es accor di ngl y.   Al t hough t he 
pr obabi l i s t i c  met hod i s usef ul  i n descr i bi ng t he 
l i kel i hood of  t he occur r ence of  an at t r i but e val ue,  i t  may 
be i nef f ect i ve f or  i dent i f y i ng whi ch at t r i but e val ue i s  
uni que t o a dat a i t em.  Thi s uni queness can be deemed as 
t he i ndi v i dual i t y  of  a dat a i t em.  To pr ot ect  such an 
at t r i but e val ue,  i t  i s  necessar y t o det er mi ne whet her  
ot her  at t r i but e val ues,  or  t hei r  combi nat i ons,  pr ovi de t he 
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same amount  of  i nf or mat i on as t he speci al  one does t o t he 
dat a i t em.  Thus,  t he i dent i f i cat i on of  i ndi v i dual i t y  i s  
separ at e f r om t he pr obabi l i s t i c  cor r el at i on anal ysi s.  The 
pr oposed f r amewor k i s  t he f i r s t  t o i nt egr at e t hese t wo 
per spect i ves.  

2. POLICY 

We use dat a modi f i cat i on t o ensur e hi gh pr i vacy 
pr ot ect i on.   Our  concer ns ar e t hat  a user  ( aut hor i zed 
f or  l i mi t ed dat a access)  mi ght  be abl e t o combi ne 
hi s/ her  i nf or mat i on wi t h ot her  user s,  or  t o si mpl y 
gener at e i nf er ences on hi s/ her  own,  t o gl ean 
knowl edge about  dat a t hat  t hey shoul d not  have access 
t o.  Of  cour se we ar e not  concer ned wi t h t he dat a 
or i gi nat or  l ear ni ng t hi s i nf or mat i on.  Our  pr i vacy 
pol i cy can be phr ased as f ol l ows:  

• No sensi t i ve i nf or mat i on can be i nf er r ed f r om 
publ i cl y r el eased dat a.  

• No f al se i nf or mat i on i s added t o t he dat abase 
t o i ncr ease pr i vacy pr ot ect i on.  

Of  cour se we ar e st i l l  al l owi ng our sel ves t o hi de 
dat a t o i ncr ease pr i vacy pr ot ect i on - - -  we ar e onl y 
di sal l owi ng er r oneous dat a.  Si nce pr ot ect i on al ways 
i nvol ves a cer t ai n l evel  of  modi f i cat i on t o t he dat a,  
some st at i st i cal  pr oper t i es of  a dat abase wi l l  
i nevi t abl y be af f ect ed - - -  t hi s i s  good f or  pr i vacy 
concer ns but  bad f or  f unct i onal i t y .  Our  pr oposed 
model  wi l l  i ncor por at e dynami c changes as a r esul t  of  
new at t r i but es bei ng added and new dat a bei ng 
col l ect ed.  

3. INFERENCE 

What  i nf or mat i on needs t o be pr ot ect ed i n a dat abase?  
Consi der  t he exampl e medi cal  dat abase as shown i n 
Tabl e 1,  wher e at t r i but es “ addr ess” ,  “ age”  and 
“ occupat i on”  ar e t he basi c per sonal  i nf or mat i on,  and 
“ hepat i t i s” ,  “ ment al  depr essi on” ,  “ AI DS”  and “ t hyr oi d 
( f unct i on) ”  ar e t he per sonal  medi cal  r ecor ds.   I t  i s  
cer t ai n i nf or mat i on about  t he uni que user  
i dent i f i cat i on number  “ ui d”  t hat  we wi sh t o pr ot ect  
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( AI DS,  sui c i de,  et c. ) .  Our  pr oposed model  ( r ef er r ed 
t o as an association network)  i s composed of  t wo 
component s.  One component  i s based on t he 
pr obabi l i st i c causal  net wor k model .  The ot her  
component  descr i bes t he f unct i onal  dependency or  t he 
s i mi l ar i t y r el at i onshi ps.   
 

Table 1:   Dat a set  
ui d addr  age occup hepat i t i s ment al     

depr .  
AI DS t hyr oi d 

1 FC1 67 md n nor m n n 
2 Al 1 83 mi l  y dep n l  
3 TC1 43 l wy y dep y  l  
4 An1 19 aca y dep y  l  
5 WA1 54 pol  y dep n n 
6 Al 2 28 con n nor m n n 
7 Re1 34 l wy y nor m n n 
8 An2 32 con y dep y  l  
9 FC1 39 aca y dep y  l  
10 FC2 44 pol  n nor m n n 
11 WA2 66 mi l  n dep n l  
12 An1 23 md y nor m n n 
13 TC2 34 con n nor m n n 
14 WA3 50 pol  y dep y  l  
15 Re2 28 con n dep n l  
16 WA4 47 l wy n nor m n n 
17 An3 92 aca n dep n l  
18 Re2 28 l wy y dep y  n 
19 TC3 49 mi l  n dep n l  
20 Al 3 32 aca y nor m n n 

3.1 Identification of Similar Attributes 

To pr event  i nf er ence at t acks,  i nf or mat i on such as a 
per son' s name shoul d aut omat i cal l y  be r emoved f r om 
t he dat abase.   However ,  t he r emoval  of  t he name 
at t r i but e i s har dl y adequat e.  Ot her  at t r i but es,  such 
as a per son' s addr ess,  may r eveal  essent i al l y  t he 
same i nf or mat i on and t hus,  shoul d al so be hi dden f r om 
gener al  user s.  Consi der  t wo at t r i but es i n a dat abase 
and t he nat ur al  r el at i on gi ven bet ween t hei r  
at t r i but e val ues.  I f  t hi s r el at i on i s “ c l ose”  t o 
bei ng a bi j ect i on t hen we say t hat  t he at t r i but es ar e 
similar.  I n Tabl e 2 we see t he r el at i on bet ween “ ui d”  
and “ addr ess” .  I f  one “ ui d”  cor r esponds t o one 
“ addr ess”  val ue,  t hen “ addr ess”  i s congr uent  t o 
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“ ui d” ,  t hi s i s  not  t he case.   However ,  t he mappi ng 
bet ween t he t wo i s al most  a bi j ect i on so t hey ar e 
s i mi l ar  ( onl y t hr ee addr esses cor r espond t o mor e t han   
one ui d,  and i n t hose cases t hey cor r espond t o t wo 
ui ds) .  I nt ui t i vel y,  t he l ess t he spr ead of  t he 
f r equency count  shown i n t he t abl e,  t he hi gher  t he 
s i mi l ar i t y bet ween t he t ar get  and t he candi dat e 
at t r i but es.    
 
Table 2: address vs. uid 

 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 
FC1 1        1            
Al 1  1                   
TC1   1                  
An1    1        1         
WA1     1                
Al 2      1               
Re1       1              
An2        1             
FC2          1           
WA2           1          
TC2             1        
WA3              1       
Re2               1   1   
An3                 1    
WA4                1     
TC3                   1  
Al 3                    1 

 
The cr i t er i on of  det er mi ni ng whi ch at t r i but es ar e 
s i mi l ar  t o t he t ar get  at t r i but e i s quant i f i ed i n 
t er ms of  our  i nf or mat i on t heor et i cal  r ul e.   
 
Definition 1. ( Di sper si on V)  
        N                                  M 
Vi = - � Pr(tj|ci)log(Pr(tj|ci)); V = (� Vi )  ⁄ M 
       j=1                                i=1 

 
wher e N and M st and f or  t he number  of  at t r i but e 
val ues of  t he t ar get  at t r i but e T ( wi t h val ues t j)  and 
candi dat e at t r i but e C ( wi t h val ues ci) ,  r espect i vel y.   
Vi i s  t he di sper si on measur e of  t he it h at t r i but e 
val ue of  C,  and V gi ves t he t ot al  di sper si on measur e 
wi t h nor mal i zat i on.  A l ow V scor e i s t he sel ect i on 
cr i t er i a f or  s i mi l ar .  Si mi l ar  at t r i but es ar e t he ones 
t hat  we want  t o modi f y because t hey gi ve us i nf er ence 
about  t he t ar get  at t r i but e.  I n  t er ms of  t he 
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f r equent i st ' s v i ew,  we have Pr ( tj|ci) =nij/ni,  wher e 
nij denot es t he f r equency count  at  t he it h r ow and 
jt h col umn,  and ni i s  t he sum of  t he it h r ow.  Not e 
t hat  t he r ange of  t hi s di sper si on measur e i s f r om 0 
t o l ogN.  The mi ni mum occur s when onl y one ent r y i n 
each r ow has a non- zer o val ue.  The maxi mum happens 
when t he mass ni i s  evenl y di st r i but ed over  ALL 
at t r i but e val ues of  T. Gi ven t hat  T=“ ui d”  t he V- scor e 
f or  C=“ addr ess”  ( Tabl e 2)  i s  3/ 17=0. 18.  Not e t hat  i f  
t he V- scor e of  a candi dat e at t r i but e C i s l ess t han 
1,  t hen t her e exi st s Vi- scor es of  C t hat  ar e equal  t o 
0,  f or  some i.  At t r i but e val ues t hat  cor r espond t o 
l ow Vi- scor es ar e subj ect  t o modi f i cat i on.   
 
A candi dat e at t r i but e can be a combi nat i on of  sever al  
at t r i but es.  For  i nst ance,  t he combi nat i on of  
“ addr ess”  and “ ment al  depr essi on”  can uni quel y 
i dent i f y  each i t em i n t he Tabl e 1.  Fi gur e 1 shows 
such a combi nat i on.  The f act  i s  t hat  a mer ge of  
sever al  at t r i but es wi t h hi gh V- scor es can y i el d a l ow 
V- scor e.  Usi ng V- scor es an i ndi cat or ,  t he pr oposed 
sear ch eval uat es possi bl e combi nat i ons of  di f f er ent  
at t r i but es unt i l  a bi j ect i on wi t h t he t ar get  
at t r i but e i s r eached,  or  a desi r ed V- scor e i s 
r eached.   At t r i but es or  t hei r  combi nat i on wi t h l ow V-
scor es ar e st or ed.  

 
 
Figure 1: Example of Combination of Attributes. A node represents an attribute. The dashed line 
denotes the combination and the straight line denotes the similarity relationship. 

3.2 Computation of Probabilistic Impact 

The anal ysi s of  t he pr obabi l i s t i c  dependency i s based 
on a Bayesi an net  r epr esent at i on ( [ 8] [ 18] ) .  As shown 
i n Fi gur e 2,  ei t her  “ AI DS”  or  “ t hyr oi d”  l eads t o 
“ ment al  depr essi on” ,  whi l e “ hepat i t i s”  and “ ment al  
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depr essi on”  suppor t  t he di agnosi s of  “ AI DS” .  Thus,  
“ AI DS”  can be i nf er r ed f r om i nf or mat i on about  
“ hepat i t i s”  and “ ment al  depr essi on” .  Not e t hat  
at t r i but es about  a per son' s backgr ound ar e not  
i ncl uded i n t hi s f i gur e because of  t he l ow 
st at i st i cal  si gni f i cance due t o t hei r  l ar ge set s of  
at t r i but e val ues.   
 

 
Figure 2: Architecture of a Bayesian network.  An attribute is denoted by a node. An arrow 
indicates the probabilistic dependency between the two attributes. A double circle denotes 
information associated with the attribute is confidential.   
                                                                          
As ment i oned ear l i er ,  t he combi nat i on of  “ addr ess”  
and “ ment al  depr essi on”  wi l l  l ead t o t he 
i dent i f i cat i on of  “ ui d” .   Thus,  one may abl e t o i nf er  
about  whet her  a par t i cul ar  per son cont r act s AI DS by 
j oi ni ng t oget her  t he i nf or mat i on f r om Fi gur e 1 and 
Fi gur e 2.   The j oi ned net wor k i s shown i n Fi gur e 3.   
To pr event  t he pot ent i al  associ at i on of  “ ui d”  and 
“ AI DS” ,  i nf or mat i on,  i n par t i cul ar ,  “ ment al  
depr essi on”  ( s i nce i t  cont r i but es t o bot h net wor ks)  
must  be r educed.  To pr ot ect  sensi t i ve i nf or mat i on,  
st r at egi es of  bl ocki ng and aggr egat i on ar e used.   
 
 

 
Figure 3: Architecture of a joined network 
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4. INFORMATION REDUCTION 

I n t hi s paper ,  we consi der  t he dat abase modi f i cat i on 
st r at egi es of  bl ocki ng and mer gi ng.  The pur pose of  
modi f i cat i on i s  t o mi t i gat e dat abase i nf er ence.  

4.1 Reduction range 

To gi ve an obj ect i ve quant i t at i ve descr i pt i on of  t he 
ext ent  t o whi ch user s ar e wi l l i ng t o t ol er at e t he 
pot ent i al  er r or  i nduced f r om dat abase modi f i cat i on,  
we i nvoke a qual i t y i ndex ( QI )  of  a dat abase.  QI  i s  
gener at ed dur i ng t he dat a col l ect i on phase.  I t  i s 
r epr esent ed as t he l ogar i t hm ( base 2)  of  t he sampl e 
pr obabi l i t y  i n our  anal ysi s:   
 
Definition 2.  ( QI )  QI ≡ log( Pr(D|m)),  

 
wher e D denot es t he dat a set  and m denot es a model .  
I f  m i s  a Bayesi an net wor k model  Bn t hen QI wi l l  be 
l og Pr ( D|Bn) .   QI  i s  vi ewed as t he l ower  bound of  t he 
l evel  of  t ol er ance,  bel ow whi ch t he val i di t y of  
i nf er ence dr awn f r om t he modi f i ed dat abase i s i n 
doubt .  The oper at i on r ange i s def i ned i n t er ms of  t he 
r at e of  change,  γ.   
 
Definition 3. ( Rat i o of  Reduct i on)   

γ ≡ |QI_{original} - QI_{modified}| / |QI_{original}| 
 
For  i nst ance,  i f  t he or i gi nal  QI  i s  - 60 and t he QI  of  t he 
modi f i ed dat abase i s - 63,  t hen t he al l owed r at e of  change,  
γ,  i s  5%.  Our  assumpt i on i s  t hat  t he est i mat ed i nher ent  
er r or  i n t he or i gi nal  dat a and t he t ol er ance measur e of  
how much we ar e al l owed t o per t ur b t he dat a ar e t i ed 
t oget her  i n some under l y i ng basi c manner .   

4.2 Blocking 

The appr oach of  bl ocki ng i s i mpl ement ed by r epl aci ng 
cer t ai n at t r i but e val ues of  some dat a i t ems wi t h a 
quest i on mar k - - -  t hi s i ndi cat es t ot al  i gnor ance of  
t he pr ef er ence [ 2] .  The set  of  at t r i but e val ues t hat  
maxi mal l y change t he post er i or  pr obabi l i t y of  t he 
desi r ed t ar get  val ue Pr ( T=tj|Dm,Bn) ,  wi t h r espect  t o 
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t he modi f i ed dat abase Dm and t he gi ven Bn, ar e chosen 
f or  bl ocki ng.  I f  t he modi f i cat i on can cause dr ast i c  
change t o t he pr esent  bel i ef ,  i t  shoul d be consi der ed 
f or  hi di ng.  The modi f i cat i on wi l l  s t op when t he 
change r eaches beyond t he speci f i ed γ.   
 
Claim 1. The QI ,  l og( Pr ( D|Bn) ) ,  i s  monot oni cal l y 
decr easi ng as mor e at t r i but e val ues ar e bl ocked.   
 
As an exampl e,  l et  t he al l owed r at e of  change γ be 
3%.  Fr om Tabl e 1,  t he 3% change of  QI  whose val ue 
changes f r om l og( Pr ( D|Bn) ) =- 38. 85 t o l og( Pr ( Dm|Bn) ) =-
40 can be best  achi eved by modi f yi ng  
Dat a i t em 3:  “ hepat i t i s”  = “ y”  as wel l  as Dat a i t em 
4:  “ ment al  depr essi on”  =“ dep” .  The r esul t  of  t he 
r el eased dat abase i s shown i n Tabl e 3.  Si nce 
modi f i cat i on i nev i t abl y weakens t he pr obabi l i s t i c  
dependency,  i t  may l ead t o t he change of  net wor k 
t opol ogy Bn.  Thus,  t he causal  dependency of  t he 
t ar get  al so needs t o be r e- eval uat ed.  
 
Table 3: medical records released to generic users 

hepat i t i s n y ? y y  n y y y n n y n y  n n n y  n y 
ment al  n d d ? d n n d d n d n n d d n d d d n 
AI DS ? ? ? ? ? ? ? ? ? ? ? ? ? ? ? ? ? ? ? ? 
t hyr oi d n l  l  l  n n n l  l  n l  n n l  l  n l  n l  n 

4.3 Aggregation 

We appl y an aggr egat i on oper at i on [ 17]  f or  combi ni ng 
di f f er ent  val ues of  an at t r i but e of  l ow Vi- scor e.  
Aggr egat i on may be done accor di ng t o t he known 
t axonomi c st r uct ur e i mposed on at t r i but e val ues 
( e. g. ,  home addr ess wi t h r espect  t o z i p code) .  One 
exampl e i s shown i n Tabl e 4,  wher e home addr esses of  
Tabl e 1 ar e mer ged i nt o l ar ger  di st r i ct s 
l exi cogr aphi cal l y .  
 
Table 4:  merge of attribute values 

 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 
FC 1        1 1           
Al   1    1              1 
TC   1          1      1  
An    1    1    1     1    
WA     1      1   1  1     
Re       1        1   1   
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Aggr egat i on amount s t o t he r educt i on of  t he 
compl exi t y of  a pr obabi l i t y  space spanned by 
at t r i but es [ 7]  and t her ef or e,  i ncr eases t he 
st at i st i cal  s i gni f i cance [ 4] .  For  t he number  of  
at t r i but e val ues changi ng f r om 17 t o 6,  t he t hr eshol d 
of  t he conf i dence r egi on i s gi ven by a f i ni t e number  
t hat  i s  11. 1 wi t h t he conf i dence l evel  0. 95 based on 
chi - squar e est i mat i on.  I n t he absence of  such 
st r uct ur e,  t he concept  c l ust er i ng met hod wi t h 
c l ust er i ng cr i t er i on based on Pr ( Bn| Dm)  wi l l  be used 
as t he sel ect i on cr i t er i on.  

5. ASSOCIATION NETWORK  

As di scussed,  di f f er ent  dat a anal ysi s met hods ar e 
used i n l i ght  of  t he di f f er ent  st at i s t i cal  pr oper t i es 
of  at t r i but es.   We i nt egr at e t he s i mi l ar i t y  r el at i on 
and i t s r el at ed t axonomy st r uct ur e [ 18]  wi t h 
pr obabi l i st i c causal  ( Bayesi an)  t o f or m what  we cal l  
an associ at i on net wor k as i n Fi gur e 4.  I t  pr ovi des 
t he basi s f or  pr i vacy pr ot ect i on anal ysi s.  We 
envi s i on t he f ol l owi ng st eps f or  gener at i on.   

• Conduct  t he s i mi l ar i t y  sel ect i on and Bayesi an 
net wor k i nduct i on.  At t r i but es wi t h l ow V- scor e 
wi l l  have t hei r  val ues be ei t her  aggr egat ed t o 
i ncr ease s i gni f i cance l evel  or  r epl aced wi t h 
pseudo- code.  

• Eval uat e i mpact  on t ar get  at t r i but es f r om ot her  
at t r i but es i n associ at i on net wor ks.  

• Modi f y at t r i but e val ues accor di ng t o a 
cal cul at ed pr i or i t y .  

• Af t er  modi f i cat i on,  ( r andoml y)  check i f  ot her  
combi nat i ons st i l l  v i ol at e t he pr i vacy 
pr ot ect i on cr i t er i on.  
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Figure 4: Association network model. The double-dashed line denotes an aggregated attribute. 
The aggregated  attribute may have probabilistic dependency with other attributes. Attributes 
outside the dashed line are not included in the current database. 
 

5.1 Restoration 

I t  i s  possi bl e t o ( par t i al l y)  r est or e hi dden 
at t r i but e val ues i f  t he i nf or mat i on of  t he under l y i ng 
Bayesi an net wor k s t r uct ur es of  t he dat abase ar e known 
– t hi s i s  t he wor st  case t o def end agai nst .   As i n 
[ 2] [ 8] [ 12] ,  t he r est or at i on appr oach pr i mar i l y 
sel ect s t he set  of  i nst ant i at i on x t o t he hi dden 
val ues wi t h r espect  t o l og Pr ( Dm{ x} | Bn)  f or  Dm. Wi t h 
dat a of  Tabl e 3,  one coul d obt ai n t he val ues of  
“ AI DS”  shown i n Table 5.  Not e t hat  t he t wo bl ocki ngs 
( i . e. ,  dat a i t ems 3 and 4)  ar e al so cor r ect l y 
r est or ed t o t hei r  or i gi nal  st at es.  
 
Table 5: restored medical records 

hepat i t i s n y y y y  n y y y  n n y n y n n n y n y 
ment al  n d d d d n n d d n d n n d d n d d d n 
AI DS n y y y n n n y y  n y n n y y n n y n n 
t hyr oi d n l  l  l  n n n l  l  n l  n n l  l  n l  n l  n 

 
Changes of  t he “ AI DS”  val ues occur  i n t hr ee pl aces -  
a r easonabl y good guess,  but  a bad out come f or  
pr i vacy pr ot ect i on.  I f  t he number  of  bl ocki ngs 
i ncr eases t o 4 wi t h “ ment al  depr essi on”  of  dat a i t ems 
3,  8,  14 and 18 bei ng bl ocked,  t he r est or at i on i s 
di sr upt ed.  The r esul t  i s  shown i n Tabl e 6,  wher e 
changes i n t he r est or ed val ues of  “ AI DS”  i ncr ease t o 
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seven,  a f ai r l y  r andom out come.  I n gener al ,  t o ensur e 
no r est or at i on,  one needs t o modi f y associ at ed causes 
and eval uat e t hei r  r ami f i cat i ons [ 3] .  We wi l l  
consi der  t he combi ned st r at egy wi t h r espect  t o t he 
const r ai nt  � .  
 
Table 6: restored from more blocking 

hepat i t i s n y y y y  n y y y  n n y n y n n n y n y 
ment al  n d ? d d n n ? d n d n n ? d n d ? d n 
AI DS n y n y n n n n y  n y n n n y n n n n n 
t hyr oi d n l  l  l  n n n l  l  n l  n n l  l  n l  n l  n 

 

5.2 Effectiveness Evaluation 

The r esul t  of  bl ocki ng wi l l  push t he t ar get  
pr obabi l i t y  t owar d t he uni f or m di st r i but i on.  I n f act ,   
 
Claim 3.  The ent r opy measur e of  T wi t h Pr ( T|Dm,Bn)  i s  
monot oni cal l y i ncr easi ng w. r . t .  bl ocki ngs.  
 
Thi s pr oper t y i s i n t une wi t h our  i nt ui t i on t hat  
uni f or mi t y gi ves maxi mal  ent r opy,  whi l e speci f i c i t y  
gi ves mi ni mal  ent r opy.  The eval uat i on of  t he 
ef f ect i veness of  modi f i cat i on i n our  f r amewor k i s 
car r i ed out  by cr oss- val i dat i on over  Dm wher e 
ef f ect i veness i s measur ed i n t er ms of  t he er r or  r at e 
Ucf(e,s) [ 19] ,  meani ng t he chance of  havi ng e er r or s 
wi t h s t est  dat a at  t he conf i dence l evel  cf.  For  
i nst ance,  i n Tabl e 3,  wi t h 3 mi scl assi f i ed t est  dat a 
and 7 t est  dat a,  t he pr edi ct ed er r or  r at e,  Ucf( 3, 7) ,  
i s  0. 43 at  cf=10%.  The r esul t  means t hat  i f  t he er r or  
r at e i s hi gh,  t he net wor k model  i s unr el i abl e and 
t hus,  t he i nf er ence i s mi t i gat ed.  

6. CONCLUSION 

Our  r esul t s suggest  t hat  dat abase pr i vacy pr ot ect i on 
r equi r es ext ensi ve eval uat i on and anal ysi s of  dat a 
r el at i onshi ps.  Our  model  r equi r es t wo- t i er  
pr ocessi ng.  Fi r st ,  a s i mi l ar i t y anal ysi s i s car r i ed 
out  f or  exami ni ng s i mi l ar  at t r i but es.   The second 
t i er  i s  based on t he pr obabi l i st i c  dependency 



An Integrated Framework for Database Privacy Protection 13
 
anal ysi s of  at t r i but es.   Bl ocki ng and aggr egat i on ar e 
used t o pr event  i nf er ence.  I nf er ence i s anal yzed wi t h 
an associ at i on net wor k,  whi ch consi st s of  t he 
pr obabi l i st i c dependency st r uct ur e,  t he t axonomy 
st r uct ur e and t he si mi l ar i t y  measur e.  Thi s pr ovi des a 
uni f i ed f r amewor k f or    dat abase i nf er ence anal ysi s.  
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